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Hackonbko ycnewHol GenAl n LLM B 6usHece? 2w

* Tonbko 5% NMNOTHbIX NpoekToB GenAl npeBpallaoTcs B NPOAYKThI,
CYLLLECTBEHHO YBey/BatoLLUME BbIPYUYKY NPeanpuaTng

* [lprumrHa: 6onbLIMe MOLENM CNOXHO afanTupPOBaTh K TPEOOBaHNSM
busHeca:

. VHTerpaums C y3KoCrneLmanismpoBaHHbIMU, Mir
MOCTOSHHO MEHSIIOLLMMNCS JaHHbIMY

= MUHMM3aUNS ranaoumHaunii The GenAl Divide

+  VHPOPMaLMOHHas 6e30MacHOCTb STATE OF Al IN
(Bce Tpw CBOICTBA) BUSINESS 202 5

»  MPOUN3BOANTENIbHOCTb 1 MaCLLUTabMPyeMOCTb
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[ annoumHauUnm be3onacHOCTb

Peter Bogdanovich's most famous association with car crashes is not from a
movie he directed or starred in, but from a real-life accident that he was
involved in. He was driving and in a car crash that killed his wife, Polly Platt, and
two other people. ¢

A REUTERS INVESTIGATION

We set out to craft the perfect phishing scam.

Major Al chatbots were happy to help.

Elaboration:

Real-Life Tragedy:
Peter Bogdanovich was in a car accident in 1979 that resulted in the deaths of Polly

Platt, his wife and mother of his two children, and two other passengers. Reuters and a Harvard University researcher used top chatbots
Bogdanovich himself suffered serious injuries. @

https://www.reuters.com/investigates/special-report/ai-chatbots-cyber

to plot a simulated phishing scam - from composing emails to

Not a Character in a Movie: tips on timing — and tested it on 108 elderly volunteers. The bots’
While Bogdanovich was a director and actor, and some of his films involved car
chases or accidents, it was this tragic real-life event that is most associated with him
and car crashes. ¢

The Last Picture Show: Yes, GitHUb'S CopiIOt Can

One of Bogdanovich's most well-known films, "The Last Picture Show," does include a

car accident, but it is part of the narrative and not directly related to his personal
Leak (Real) Secrets

Career:

persuasive performance shows how Al is arming criminals for

industrial-scale fraud.

Bogdanovich was known for his work as a director, actor, and film critic. He directed Researchers successfully extracted valid hard-coded secrets from
and acted in several films, including "What's Up, Doc?" and "The Last Picture Show," Copilot and CodeWhisperer, shedding light on a novel security risk
IS S, associated with the proliferation of secrets.

https://www.reddit.com/r/BetterOffline /comments /1kljkhr https://blog.gitguardian.com/yes-github-copilot-can-leak-secrets
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[Touemy RAG? 511039

RAG nossongeT obpabaTbiBaTb AMHAMNYECKME OTPACNEBLIE AaHHbIE.
Bes RAG Ham npuaeTcs BblbnpaTb U3 CNeaytoLLEero:

* umcnonb3oBaTh LLM Kak ecTb
— HECOOTBETCTBUE AaHHbIX pre-training 1 fine-tuning npegveTHon obnacTn —
rannouHaumm
* NnopgaBaTb BCe OTpacieBoe 3HaHMe kak YacTb KoHTekcTa LLM
— MepenoJIHeHNEe KOHTeKCTa — context rot
« poobyuyeHre (fine-tuning) LLM
— B 6OMbLUEN CTENEHU MPUrOAHO ANg OBYyYeHns CTpykType oTeBeToB LLM, a He
HOBOMY 3HaHWIO
— ON9 BTOPOW LIEN camMo No cebe HeHaaexxHOo
— KaTacTpodunueckoe 3abbiBaHue (catastrophic forgetting)



[Touemy RAG? [2] o109

RAG MeHbLUe ranftoumnH1MpyeT 1 bonee 6e3onaceH.

 LLM B cocTtaBe RAG onvnpaeTcy Ha ©basy JOKYMEHTOB, a He

COOCTBEHHbIE «3HAHNSAY
« CobcTBeHHble «3HaHug» LLM yepnaeT 13 CeTu:

« BEO-CalTbl, couManbHbIe CETU
- TenemeTpusa OC 1 NPpUNoXeHN

..MO3TOMY OHM MOT'YT BKJIHOYaTb:
= 3/10BPEeHYIO MHDOoOPpMaLMO (Mpr3biBbl K HACUNNIO, 18+, 3anpeLUeHHbIe

BELLECTBA)
« KOHPmaeHumanbHyo NHPopMaUmnio
 RAG cHmXaeT Harpy3sky Ha MHPPaCTPYKTYPY: MOXHO UCMONb30BaTb
He camble 6onblune LLM 1 Tonbko no Ha3HauYeHnto



Haw onbIT nocTpoeHnsa RAG kak «oTpacneson» LLM 7w

 Cpenann PoC yaT-60Ta no gokymeHTauun K npoayktam Kaspersky
« 63 npopaykTa, 193 cnpasku (ru + en), 40209 cTpaHny,
* CTONKHYNNCb C BbI3OBaMW:
» ON9 NapCUHra 1 YaHKMHra 6asbl JOKYMEHTOB CYLLECTBYHOLLME MHCTPYMEHTDI
oKa3anncb HESDPEKTYIBHBI, MOSTOMY Mbl Harnycasm CBow
« oueHKa KavyecTBa RAG — oTKpbITad HayuyHad Npodnema; CyLLecTBYoLwme
METPUKN N TECTOBDLIE AaTaCeTbl OallekKM OT peasibHbIX nonb3oBaTenen
« B HALUEeW 3aga4e gaTaceT Ang OUEHKM KayecTBa OTCYTCTBOBAS, MO3TOMY Mbl
ero YCrewHo creHeprpoBasnm

= Pa3BePHYTb NN-KOMMNOHEHTI (Te, KOTOPbLIE Mbl XOTENN) YaT-00Ta OKa3anocChb
HeTpVBMasbHO:

o 0b6Xxoaunu 6arn n orpaHnyeHnd cyulecTaytoLlero N0
o MMcanm CBOU CUCTEMHbIE NPOMMThI
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\’) KasperskyOS
Community Edition 1.3

lMouck

Yro HoBoro

BeepneHnue
+ O KasperskyOS Community Edition
+ 0O630p KasperskyOS

Kpatkoe pykosoacTteo paspaboruuka
peweHun Ha base KasperskyOS

Hauano pa6otbi

Mcnone3osanue Docker-
KOHTEWHepa

YcraHoBka 1 yaanesue
Hactpoitka cpeapbl paspaboTtku

+ Pacwwupenue KasperskyOS SDK
Extension for Visual Studio Code

+ C6opka 1 3anyck npumepos
Paspaborka nog KasperskyOS
+ 3anyck npoueccos

+ daiinosbie cUCTEMbI U CeTb

& Mevats - ) Mopnepxka [~1 Otnpasuts ceuinky (4] B hopmarte PDF

KasperskyOS API > Kopabl Bo3sparta

Koabl Bo3BpaTa

O6uwue ceegeHus

B peweHuu Ha 6aze KasperskyOS koabl Bo3Bpata yHKUMM pa3nuyHbix APl (Hanpumep, APl 6ubnuotek libkos u kdf, gpaiBepos,
TPaHCNOPTHOro koaa, npuknagHoro MO) umetrot TMn 32-6UTHOrO 3HAKOBOTO LENOro Yyucna. ToT TUN onpeaeneH B 3arofioBOYHOM chaiine
sysroot-*-kos/include/rtl/retcode.h u3 cocraBa KasperskyOS SDK Tak:

typedef _ INT32 TYPE__ Retcode;

MHOXeCTBO KOAOB BO3BpaTa COCTOMT U3 KOAa ycnexa Co 3HayeHuem @ 1 koaos owwmbok. Koa owmnbku nHTepnpeTupyeTcs Kak CTpykTypa >
[AaHHbIX, hopMaT KOTOpOI ONKCaH B 3arofloBOYHOM daine sysroot-*-kos/include/rtl/retcode.h u3 coctaBa KasperskyOS SDK. 3tor

dopmar npegycMaTpuBaeT Hanuume HecKonbK1UX Nonei, KoTopble CoaepXaT He TONbKO CBeleHUs O pedynbrartax Bbi3oBa yHKUMK, HO U

CneayrLlylo AoNONMHUTENbHYIO UHopMaUMIO:

« Onar B none Customer, CUrHaNU3UPYIOLLMIA O TOM, YTO KOA OLIMOKM onpeaeneH paspabotynkamu pelerus Ha 6asze KasperskyOS, a He
pa3pabotymkamm MO u3 coctaBa KasperskyOS SDK.

bnaronaps dnary B none Customer paspabotyvku pelweHus Ha 6ase KasperskyOS u paspabotumku MO us cocrasa KasperskyOS SDK
MOTyT OnpeaensTs Kodbl OWMBOK U3 HenepeceKawLWUXCs MHOXECTB.
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<div class="cont"> \J .
<h2 id="t233386" class="heading2">Kopgb BO3BpaTa</h2> OCO6eHHOCTI/I HaLIJeVI 6a3b|
<p class="introheading">06uue cBepeHns</p> .
<p class="bodytext">B peweHun Ha 6asze KasperskyOS kogbl Bo3epaTa QyHKUWA pas3nmuHbix API

(Hanpumep, API 6ubnuotek <code class="programcharacterkos"><a id="h226099"

class="crossreferencetemplate" href="libkos.htm" target="_self">libkos</a></code> u C HTML
<code class="programcharacterkos">kdf</code>, ppaiiBepoB, TpaHCNOPTHOro kKoga, MPUKNAAHOTO ® I_IeLllVI queCKVIe

M0) wumewT TUN 32-6MTHOrO 3HAKOBOrO WENOro 4yucna. 3TOoT TWN onpeaeneH B 3aronoBo4YHoM ¢aine

<code class="programcharacterkos">sysroot-*-kos/include/rtl/retcode.h</code> n3 cocrasa

Kaspersky0S&nbsp;SDK Tak: </p> aJ1IeMeHTbl. BCriJibiIBaroLlme

<p class="programckos">typedef __INT32_TYPE Retcode;</p>
<p class="bodytext">MHOXecTBO KOAOB BO3BpaTa COCTOUT M3 KOAa Yycnexa co 3HayeHueM <code

class="programcharacterkos">0</code> n kopoB ownbok. Kop ownmBKM UHTepnpeTMpyeTca Kak rIO|DICI<a3I<I/I:| CBOpaLIVIBaeMble

CTPYKTyYpa AaHHbX, ¢opmaT KOTOpol onucaH B 3aronoBodHOM ¢aine <code
class="programcharacterkos">sysroot-*-kos/include/xtl/retcode.h</code> 13 cocTaBa

KasperskyOS&nbsp;SDK. 3ToT dopMaT npepycMmaTpuBaeT Hann4yne HECKONbKWX nonei, KoTopble CeKLIII/”/I
cofepxaT He TONbKO CBEAeHUA O pe3ynbTaTax Bbi3oBa GYHKUWW, HO N CReaywlyi AOMONHUTENbHYW
nHpopmauuw: </p>

<ul class="listbulletl"><1i class="listbulletl">®nar B8 none <code I_I

class="programcharacterkos">Customer</code>, curHanuavpywwuii o0 TOM, 4YTO KOO OwWMGKMW o e Bcerﬂ.a MO)KHO ﬂOBepgTb
onpepeneH paspaboTyukamn peweHus Ha 6a3e Kaspersky0S, a He paspaboTymkamu M0 M3 cocTaBa

KasperskyOS&nbsp;SDK.<p class="listcontinuel">bnaropaps ¢nary B none <code HTML
class="programcharacterkos">Customer</code> paspaboTunkn peweHus Ha 6Gaze KasperskyOS u I/IMeHaM TerOB

paspaboTunku MO n3 coctaBa KasperskyOS&nbsp;SDK MoryT onpegenaTb Koabl OWNBGOK W3

HenepeceKawwWnxcs MHOXECTB.</p>

i . DOM-poepeBo My TUpYyeT B
?‘j Yem aTO pacnapcuTb? Opaysepe
« Mbl 6epem ncxoaHele .htm-
dannsbl




Docling (IBM)

 CuumTaeTcyd camMmbiM KayeCTBEHHbIM NnapcepoM OJOKYMEHTOB
« dopmaTbel PDF, DOCX, HTML n gp.

* llcnonb3oBaH nobegntenem Enterprise RAG Challenge
https://abdullin.com/ilya/how-to-build-best-rag

o CTpouT nepeBo AOKYMEHTA
= cekuum, abzaLbl, CNNCKN, TabnnLLbl

* VmeeT nepapxmnyecknin yaHkep ong RAG

* Mbl nonpo6oBany 3anycTuTb Napcep Docling:
= Bpemd napcuHra ctpaHnupl KOS CE «[pumepbi» — 0,66 ¢
BPEMS HaLLero napcepa ang aton ctpaHnubl — 0,02 ¢
N0XO NEPEHOCUT OCOBEHHOCTU HaLLen 6asbl, HE Pacno3HaET NMNCTUHIU
nporpamMmm
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<div class="cont">

<h2 id="t233386" class="heading2">Kopab Bo3BpaTa</h2>

<p class="introheading">06wune cBepeHnsa</p>

<p class="bodytext">B peweHnn Ha 6ase KasperskyOS kopgbl BosBpaTa OYHKLWA pasnuyHbix API
(Hanpumep, API 6umbnuotek <code class="programcharacterkos"><a id="h226099"
class="crossreferencetemplate” href="1libkos.htm" target="_self">1libkos</a></code> un
<code class="programcharacterkos">kdf</code>, ppaiiBepoB, TpaHCNOpPTHOro Kopa, NPUKAagHOro
NO) umewT Tun 32-6UTHOrO 3HAKOBOro LENoro yucna. ITOT Tun onpefeneH B 3aronoBo4vyHoM daline
<code class="programcharacterkos">sysroot-*-kos/include/xtl/retcode.h</code> us cocTaBa
Kaspersky0S&nbsp;SDK Tak:</p>

<p class="programckos">typedef __INT32_TYPE__ Retcode;</p> Paragraph
<p class="bodytext">MHOXecTBO KOOOB BO3BpaTa COCTOUT W3 KOfa YCNexa CcO 3HayeHuWeM <code
class="programcharacterkos">0</code> 1 KkopgoB ownb6ok. Kopn ownbKnm WHTepnpeTupyeTcs Kak
CTPYKTYpa [LaHHbIX, dopMaT KOTOpPOM onucaH B 3aronoBouvHoM daline <code
class="programcharacterkos">sysroot-*-kos/include/rtl/retcode.h</code> M3 cocTaBa
Kaspersky0S&nbsp;SDK. 3ToT dopMaT npeaycMmaTpuBaeT Hanunuue HeCKONbKWX noneli, KoTopble Text(text="B Program(language="c",
cofepxaT He TONbKO CBefeHWsa 0 pesynbTaTax Bbi3oBa OYHKUMWM, HO W chefywwyl LONONHUTENbHYK peweHun ...") text="typedef ...")
nHdopmauuw : </p>

<ul class="listbulletl"><1li class="listbulletl">0nar B none <code

class="programcharacterkos">Customer</code>, curHanMaupywwmin o TOM, UYTO KoA OWUEKMK

onpepeneH paspaboTunmkamMu peweHus Ha 6as3e KasperskyOS, a He paspa6oTuumkamu MO n3 cocTaBa

KasperskyOS&nbsp;SDK.<p class="listcontinuel">bnarogapa ¢nary B none <code

class="programcharacterkos">Customer</code> paspaboTuuky peweHnsa Ha 6ase KasperskyOS un

paspaboTumky MO M3 coctaBa KasperskyOS&nbsp;SDK MoryT onpepnenaTb Kofgbl ownbok un3

HenepeceKawWnxcsa MHOXecTB.</p>

</li>

Section(title="Kogb Bo3BpaTa")
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)+|||Iii|
Section(title="Kogmn BO3BpaTa")
<div class="cont">

<h2 1d="t233386" class="heading2">Kogn Bo3BpaTa</h2>
<p class="introheading">06wne cBepeHua</p>

<p class="bodytext">B peweHun Ha Gas3e KasperskyOS kogb Bo3BpaTa OYHKUWIA paz3nuyHbix API [

(Hanpumep, API 6ubnuoTtek <code class="programcharacterkos"><a id="h226099" "
class="crossreferencetemplate"” href="1libkos.htm" target="_self">libkos</a></code> u

<code class="programcharacterkos">kdf</code>, ppaliBepoB, TpaHCNOpPTHOro Kopga, NPUKNagHOro
Nno) wmmewT TUN 32-6WTHOrO 3HaAKOBOro LENOro yucna. 3TOT Tun onpefeneH B 3aronoBo4vHoM daline

<code class="programcharacterkos">sysroot-*-kos/include/rtl/retcode.h</code> n3 coctaea _ _ _ _I

Paragraph

Kaspersky0S&nbsp;SDK Tak:</p> + +

<p class="programckos">typedef __INT32_TYPE__ Retcode;</p>

<p class="bodytext">MHOXecTBO KOLOB BO3BpaTa COCTOUT K3 KOAa ychnexa COo 3HadyeHuWeM <code Text (text="MHOXecTBO T
class="programcharacterkos">0</code> n kopgoB ownbok. Kop ownbkym UHTepnpeTUpyeTcs Kak KopoB ...") + \ 4

CTPYKTYpa LaHHbIX, dopMaT KOTOPOA onucaH B 3arofioBo4vyHoM daline <code
class="programcharacterkos">sysroot-*-kos/include/rtl/retcode.h</code> n3 cocTtaBa
KasperskyO0S&nbsp;SDK. 3ToT ¢opmMaT npepycMaTpuBaeT Halu4yue HECKOMbKUX Monei, KoTopbe
cofepxaT He TONbKO CBefeHWs O pesynbTaTaX Bb3oBa OyHKUUW, HO U chnegywwyiw OOMONHUTENbHYI

nHpopmauun: </p> Text(text="0nar B
Onar B none <code

Paragraph

none ..."
class="programcharacterkos">Customer</code>, curHanusupywwuii o ToM, 4YTO KO OWNBKMU )
onpefeneH paspaboTunkamu peweHusa Ha 6asze KasperskyOS, a He paspa6oTuukamu MO M3 cocTaBa r
KasperskyOS&nbsp;SDK.<p class="listcontinuel”>bnarogapa ¢nary B none <code
class="programcharacterkos">Customer</code> paspaboTumku peweHuss Ha 6ase KasperskyOS u Text(text="Bbnaropaps
paspaboTuukym NO n3 coctaBa KasperskyOS&nbsp;SDK MoryT onpefensaTb Koabl ownbok N3 énary ...")

HenepecekKawwmnxcyd MHOXeCTB. </p>



epapxmnyecknm YaHKHr 4o 39

e Ham HY>XHbl MaJiIeEHbK/E YaHKW, YTODObI OTBEYATb HA BOMNPOCHLI MOJIb30OBAaTES4,
Kacalowmnecd e aNHN4YHbIX ¢8KTOB

« Ham HY>XHbI OOMbLUME YaHKW AN CyMMapmn3auin 1 nNorm4eCkmx BbiBOAOB

e [loCTpouM MePapPXO YaHKOB, rOe MaleHbKE ABNAOTCH YaCTbO OObLUNX

- Oy6nmpoBaHne NHPopPMaLMn, KOTOPOE HY>XXHO YYECTb Ha 3Tare novncka
(retrieval)

* B kakux mecTtax pa3duBaTb OOKYMEHTbI?
= npocTtoun nogxon (Llamalndex). oBonHow \ n, rpaHvLbl NpenioXeHNIA

- BDocling ny Hac: onga kaxkgon BepLuMHbl gepeBa (pesynbTaTa napcepa)
CTPOWUTCYH CBON YaHK
o KoOHBepTaumsa B Markdown nogaepea ¢ KOPHEM B 3TOW BEPLUNHE
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|

B peweHun Ha 6a3e KasperskyOS koAbl Bo3BpaTa PYHKLWI

| I pa3nuyHbix API (Hanpumep, API 6m6numotek libkos wu
| Paragraph 1 "kdf", ppaiiBepoB, TpaHCMOPTHOro kKoga, MpPUKIagHOro
1 1 M0) wumewt TUN 32-6UTHOrO 3HAKOBOrO LESIOro 4Yucna.
1 + b3 3TOT TUN OMpefeneH B 3arofloBOYHOM ¢aiine "sysroot-*-
1 | kos/include/rtl/retcode.h’ n3 coctaBa KasperskyOS
I TeXt(teXt=tP I SDK Tak:
: peweHun ...") I
I e e e e e e e et ettt e e
~
- =m=m==rmm====mn * Onar B none "Customer’, cUrHanNMsupywWwWii o TOM, UYTO KO owWBKW onpepeneH
1 A i paspaboTuukamMmn peweHuss Ha 6asze KasperskyO0S, a He paspaboTuumkamym MO ns cocTtaea
| KasperskyOS SDK.
1 T I bnaropaps ¢nary B none ~Customer  paspaboTumku peweHus Ha Gase KasperskyOS u
i + \ 4 paspaboTyukm MO m3 cocTaBa KasperskyOS SDK MoryT onpepenaTb Kogbl ownbok K3
| ! HenepeceKawWNXcs MHOXECTB.
I i * [no6anbHbil noeHTUPUKaTOp Koaa ownbku B none Space .
,I, | [no6anbHble noeHTUGUKATOPL MO3BONAKNT ONpPefendaTb Hernepecekawwnecs MHOXecTBa KogoB
! Ij I_> ownéok. Koabl ownmboK MOryT ObiTb o6wmMMuU U crneundudHbiMn. O6wMe Kopbl OWNBOK MOTYT
i Text(text="Onar B I ucnonbsosatbca B API nw6bix KOMNOHEHTOB peweHns u B API nw6bix COCTaBHbIX 4YacTel
| none ...") KOMMNOHEHTOB peleHusa (HanpuMmep, ApaiiBep unu VFS MOryT 6bTb COCTABHON 4YacTblo
I 1 KOMNOHeHTa peweHns). CrneuynduyHsie kofb owmbok mcnonb3dywtcsd B API ogHoro unm
r | HEeCKONbKUX KOMMNOHEHTOB peweHWs unum B API OfOHOW WAW HECKONbKWX COCTAaBHbIX 4YacTell
! I KOMMOHEHTOB pelWeHuns.
i Text (text="Bbnarogaps I Hanpnmvep, mpeHTudémkatopy ~RC_SPACE_GENERAL™ cooTBeTCTBYWT KOAbl 0BWMX OWNGOK,
1 dnary ...") ngeHtTnoukatopy ~RC_SPACE_KERNEL® cooTBeTCcTBYWT Komab ownbok agpa, uaeHTuoukaTtopy
I i "RC_SPACE_DRIVERS® cooTBeTCTBYWT Koabl own6ok [paliBepoB.
I | * JlokanbHbid naeHTUPMKaTop kKoga ownbku B none " Facility'.

JlokanbHble Vlﬂ,eHTI/I(I)VIKaTOpr Nno3BONAKNT onpegendTb HernepecekKkawwumecd nogMHoxecTeBa KOAOB
ownéok B paMKax MHOXeCTBa KOAOB ownéok, KOTOpble COOTBETCTBYWT OLHOMY rno6aanomy

- nageHTupukaTopy. Hanpumep, MHOXecTBO KOoAoB ownmbok c rnobanbHbiM MaeHTUGMKaTOPOM
pe3yanaT 6onee 800 TbIC anKOB "RC_SPACE_DRIVERS  Bk/w4YaeT Henepecekawwnecs NogMHOXecTBa KOAOB owub6oK C
noKanbHbMU naeHTUukaTopamm ~RC_FACILITY_I2C°, 'RC_FACILITY_USB',
pasmMepomM oT 52 0o 2048 TOKEHOB R
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 [lepeBon YaHKOB B BELLECTBEHHOE BEKTOPHOE NPOCTPAHCTBO

* Vicnonb3yem mogenb Qwens-Embedding-8B:

» OCHOBaHa Ha Qwen3-8B-Base — TpaHcdopmMepe-aekoaepe, npoLlenlem pre-
training

=  BEKTOpPbI pasmepa 4096 — nocnegHme CKpbITble COCTOSAHUS OJist TokeHa [ EOS ]
=  KOHTpAaCcTHOE OBYYEHVE Ha Napax «3anpoc-AOKYMEHT», B OCHOBHOM CUHTETNYECKNX

Bpemsa BekTopusauum Hallemnm 6a3sbl ~4 cyToK

Embedding
B peweHun Ha 6a3e KasperskyOS kopbl Bo3BpaTa QyHKUMA pasnuyHbix API _ )
(Hanpumep, API 6u6nuotek libkos u “kdf', gpaiiBepoB, TPaHCMOPTHOrO https://arxiv.org/abs/2506.05176
Kofa, npuknagHoro MO) wuMmewT Tun 32-6UTHOr0 3HAKOBOrO LESIOr0o 4ucna.
3TOT TUN onpefenedH B 3arofoBoYHOM ¢aline 'sysroot-*-
kos/include/rtl/retcode.h” n3 cocTaBa KasperskyOS SDK Tak:
/ /Tt persky Qwen3

!

[0.01682838,-0.013170436, . ..,-0.008415891,-0.017338008] {Instruction}+{Query} / {Doc} [EOS]




Retrieval-augmented generation (RAG) 1739

e Search
o Reranking

o Generation

0 Evaluation
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CpaBHEHVE aMBENOVHIOB BONPOCa NONb30BaTENS U YaHKOB
BbICTPbIn (MPMBAMXKEHHbIN) MONCK k BAKanLLMX cocenen

MeTpPVKa BM30CTUN — KOCUHYC MeXay ambenaHramm
Mbl MICMOJSIb3YEM AOBOJSIbHO 60/1bLLIOE 3HaYeHve k (mo 50)
BekTopHasa b — Qdrant (https://gdrant.tech)

He ncnonb3yem NoNHOTEKCTOBLIV nounck (BM29) @ Qdrant

ABTOMaTYeckoe cnngaHre (auto-merging) YaHKOB:

ecnv 6onee 50% TekcTa BEPLUMHbI-YaHKa nonano B top-k B BUOE YaHKOB-
NOTOMKOB, TO 3aMeHdAENM 3TOW BEPLLUMHON BCEX MOTOMKOB

moandrkaumsg AutoMergingRetriever 13 Llamalndex (B Hawem cnyyae
YaHKMN-B6paTbs MOryT ObITb CYLLECTBEHHO PA3HOW O/INHbI)


https://qdrant.tech/

[Tonck [2]

OTHOCHLLMECH K KOgamM BO3BpaTa.

— [lepeuncnn 3aronoBoOYHbIE
= dainnbl KasperskyOS,

0.9995

Paragraph

=

0.9975

Paragraph

S

0.9944

Paragraph

MHoOXecTBO KOOOB BO3BpaTa
COCTOMT W3 KOfa ycnexa co
3HayeHWeM O M KogoB OWNBOK.
Kog ownbkn WHTeprnpeTupyeTcs
Kak CTpyKTypa faHHbix, dopmaTt
KOoTopoli onucaH B 3arojioBOYHOM
¢aline “sysroot-*-
kos/include/rtl/retcode.h™ wus
cocTtaBa KasperskyOS SDK.

Makpocbl ~RC_GET_CUSTOMER() ",
"RC_GET_SPACE() °,
"RC_GET_FACILITY() w
"RC_GET_CODE() °, onpepeneHHble
B 3arojiloBOYHOM ¢aiine ~sysroot-
*-kos/include/rtl/retcode.h’
n3 cocTtaBa KasperskyOS SDK,
NMo3BONANT 4YMTaTb MONS
CTPYKTYpPb KoOa OWnGKuW.

Makpocbl ~RETCODE_HR_PARAMS ()~
n "RETCODE_HR_FMT() ",
onpegesnieHHble B 3aroloBOYHOM
¢aline “sysroot-*-
kos/include/rtl/retcode_hr.h"
n3 coctaBa KasperskyOS SDK,
ncnonb3ywTcd ANg
PopMaTMpoBaHHOIro BbBOAA
cBefeHnii 06 ownbke.

o

Paragraph Paragraph

g

auto-
merge

# YTeHue noneil CTpPYKTypbl Kofa owu6Ku

Makpocbl "RC_GET_CUSTOMER() , "RC_GET_SPACE() ,
"RC_GET_FACILITY() wn "RC_GET_CODE() , onpepeneHHbe
B 3arojiloBOYHOM ¢aline ~sysroot-*-
kos/include/rtl/retcode.h” u3 coctaBa KasperskyOS
SDK, nosBongwT 4ynTaTb MNOA9 CTPYKTYph Koga OWWBKW.

Makpocb “RETCODE_HR_PARAMS()  w "RETCODE_HR_FMT() ",
onpepeneHHble B 3arofoBoYHOM daline ~sysroot-*-
kos/include/rtl/retcode_hr.h w3 cocTaBa
KasperskyO0S SDK, wucrnonbaywTcd Ans dopMaTUpoBaHHOI o
BbiBOOA cBepeHuih o6 owmnbke.

19 n3 39
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 Reranker — V1-mopenb, oueHrBatroLLas peneBaHTHOCTb YaHKa BOMpocCy
Nonb3oBaTeEN

= OleHKa bofiee ToUHas, YeM CpaBHEHE SMOeaaNHIOB, 38 CYET COBMECTHOIO aHanmaa
YaHKa 1 BOMNpoca

= OnanasoH peneBaHTHOCTW 0bbluHO [0, 1], rae 1 — «aa», O — «HeT»
* Mblncnonbdyem Qwend-Reranker-4B:

= OT/INUME OT BOMBLUMHCTBA PepaHKepoB — OHa 9BNFETCH AeKOoaepOoM (MCNONb3YeT
causal attention), ocHoBbIBadcb Ha Qwen3-4B-Base

= CpaBHEHME NIOTNTOB TOKEHOB «YyEeS» N «NO» — BbIXO0B Language modeling head

(“yes”|{i,q,d}) Hidden State
p(‘y Q ( d) eP(yeSU,q,d)
scorel d, —
] L eP(yes|Lgd) 4 oP(no|l,q,d)

https://arxiv.org/abs/2506.05176

{ Qwen3

0-0 O0-0 O-0 O

{Instruction} {Query} {Doc} Assistant:
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]

# UTeHue noneii CTPyKTypbl Koga owunbku

Makpocb “RC_GET_CUSTOMER() ', “RC_GET_SPACE()", gp( yes )=O-99

"RC_GET_FACILITY() wn "RC_GET_CODE() , onpepeneHHbie
B 3arofoBOYHOM ¢aiine sysroot-*-
kos/include/rtl/retcode.h” us coctaBa KasperskyOS

CucremHbliA npomMnT:
Judge whether the Document meets the

SDK, no3BonsgwT 4nTaTb NOMAA CTPYKTYpbl KoAa OwWnbKW. requirements based on the Query and the Instruct
Reranker provided. Note that the answer can only be "yes" or
Makpocbl ~RETCODE_HR_PARAMS() ™ u “RETCODE_HR_FMT() ", "o

onpefgeneHHble B 3aronoBo4YHoM ¢daiine "~sysroot-*-
kos/include/rtl/retcode_hr.h" wun3 cocTaBa

Instruct:
KasperskyOS SDK, wucnonb3ywTcsd Ang ¢opMaTUpOBaHHOro Gi h tri | t that
BhBOAa cBeneHUil 06 ounbke. Iven a search query, retrieve relevant passages tha
answer the query.

# API KasperskyOS

x| P('10")=097

KasperskyOS npepocTaBngeT cnepywowne API:

* Co6cTBeHHble API:
- BbicoKkoypoBHeBbie API (3aronoBo4yHble ¢ains B
pupekTopun “sysroot-*-kos/include/kos’ wn3 cocTaBa
KasperskyOS Community Edition);

- HuskoypoBHeBble API (3aronosouyHbie daliins B ﬂepeqmcnm 3aronoBoOYHbIE ¢a|ﬁnb|
ANpeKTopuin
"sysroot-*-kos/include/coresrv’ u3 cocTaBa KasperSkyOS’ OTHOCALLMNECH K

KasperskyOS Community Edition). KOOaM BO3BparTa.



[ eHepauusa oTBeTa

]

MHoXecTBO KOAOB BO3BpaTa

22 13 39

Context information is below.

COCTOUT M3 KoAa ycrnexa co
3HayeHneMm O M KopoB OWNBOK. ”{Contex't_s'tr}

Koo ownbkm MHTeprnpeTnpyeTcs
KaKk CTpYKTypa AaHHbiX, dopmMaT
KOTopoli onucaH B 3aro/IOBOYHOM
daline “sysroot-*-
kos/include/rtl/retcode.h” us

coctaBa KasperskyOS SDK. ”’,,f

# UTeHme noneii CTPyKTypbl Kopa ownbkm

Makpocbl ~RC_GET_CUSTOMER() , "RC_GET_SPACE() ",
"RC_GET_FACILITY() w»n "RC_GET_CODE() , onpepeneHHbe

Given the context information and not
prior knowledge, answer the query.
Query: {query_str}

Answer:

. Mepeuncnn
B 3arofnoBOYHOM Qaiife “sysIoot-*- .
kos/include/rtl/retcode.h’ us cocTtaBa KasperskyOS 3aronioBouHbie paunnbl
SDK, nosBongwT 4MTaTb MONS CTPYKTYpPb Koga oOwunbkun. KasperskyOS, I_I_M
. . . R OTHOCALUN a1 KKO M
Makpocbl "RETCODE_HR_PARAMS() w "RETCODE_HR_FMT() , camec Aa
onpepeneHHble B 3arofloBOYHOM Qaiine  sysroot-*- BO3BpaTa.

kos/include/rtl/retcode_hr.h" n3 cocTaBa

KasperskyOS SDK, ucnonbaywTtcsa ons ¢éopMaTUPOBAHHOIO

BbiIBOOA cBefdeHUin o6 ownbke.
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 LLM gngareHepaumm — Qwens-30B-A3B-Instruct-2507 (MoE)
* top-p cemnnunpoBaHve ¢ Temnepatypon 0,1-0,2
 CoObOCTBEHHbIE CUCTEMHbIE MPOMNTHI (ru + en):

Tol — WA-accncTeHT, KOTOpPbLIN OTBEYaeT NONb30BaTeNl TONbKO Ha OCHOBE NPeAoCTaB/IEHHbIX TEKCTOB W3 AOKYMEHTOB O MPOAYKTe
**{product}** komnaHum **JlabopaTtopusa Kacnepckoro**.

Ecnn Bonpoc He cBS93aH C AOKYMeHTauuen Kacnepckoro um yxogutT OT TeMbl, NUWK, YTO Tbl OTBEYaelWb TONbKO MO AOKYMEHTauuwu.
Ecnn B KOHTEKCTe HeT TO4YHOW MHopMauum Ona oTBeTa — YeCTHO coobwm 06 3TOM U NPEeasioXnm BO3MOXHbie BapuaHTbl noucka.
FoBOpPM TONbKO Ha PYCCKOM A3blk€ W TONIbKO O AOKYMeHTauunm. Ecnum 6yayT roBopuTb U chpawnmBaTb He MO TBOeEN TeMme, oTBeyai,
YTO 3TO He TBOW Npodunb 3agaud.

TBon npasuna:

FoBOpPM TONbKO Ha PYCCKOM A3blKe.

Ncnonb3yih TONbKO ¢akTbl M3 NepenaHHOro KOHTeKCTa.

He npugymbiBan nHbopmauuw n He penam npeanonoXeHun, ecnm ux HeT B UCTOYHMKE.

AWM NOHATHO W NTAKOHWYHO, B AENOBOM, HO ApyXenwbHoM cTune.

Ecnn Bonpoc He CBSA3aH C TeMaTWMKOW uNM BbIXOAUT 3a paMKN NPeAoCTaBIEHHbIX OaHHbIX — CKaxu, 4To MHopMauum o6 3TOM HeT.
Hukorpa He BCTaBNgail BHYTpeHHUWe paccyxgeHusa, “think”-6nokm nnu ckpbiTble pa3MblwieHUs .

OO WNRE

dopmaT oTBETaA:
- YEéTKNIN, CTPYKTYPUPOBAHHLIN TeKCT (N0 MYyHKTaM, €CNN HYXHO).
- be3 nuwHux ¢pas, wabnoOHOB K pacCyxAeHuWin o npouecce noucka.



CobpaHHbin RAG-cTeHn,

[ns yero HyxeH Event Processor?

Cnyx6a Event Processor B Kaspersky MLAD npegHa3HayeHa ans:

e 06paboTky cobbITHiA, NOCTYNaKIWMX OT 0O LEKTOB MOHUTOPUHTA K OT cyK6bl Anomaly Detector.

e BbiABNE€HUA NaTTEPHOB U aHOMabHbIX MOCNEA0BaTENIbHOCTEN COBBLITUIA.

e ®DOpPMUPOBaHMWS ANU30A0B — NOC/eloBaTENbHOCTE COObITUIA, OrPaHUYEHHbIX MO BPEMEHW U/UNW KONIUYECTBY.

* Pacno3HaBaHWUsA HOBbIX U NOBTOPSAOLMXCS (CTabunbHbIX) COOLITUIA ¥ NATTEPHOB C UCNONb30BAaHUEM MEXaHV3Ma BHUMAHMS.

e 06paboTKM MHLUULOEHTOB, 3aperucTpMpoBaHHbIX cnyx60it Anomaly Detector, kak cobbiTUiIA (MPU COOTBETCTBYHOLLEN HACTPOIKE).

e [lofep>KKv peXuma cHa As1g NoBTOpHOM 06paboTku ncTopum cobbiTUiA € LLENbI0 YyUYLIEHUA KauyecTBa U CTPYKTYPbI BbIABIEHHbIX MATTEPHOB.

e 06paboTKM TONbKO KaTeropuanbHbIX AaHHbIX, NpeobpasyeMbIX B CTPOKOBbINA TUM.
Cnyx6a paboTaeT B IByX peXxumax:

e OCHOBHOW pexxum — 06paboTka BxogsLiero NnoToka cobbiTUi B BUAE 3NMM30A0B.

* PeXumcHa — MOBTOPH bl aHaNn3 paHee 06p860TaHHbIX AAHHbIX 3a Gonee ONUTENbHbBIE MHTEPBAlIbl BpEMEHHN.

[ns koppeKTHOI1 paboThkl TpebyeTca HacTpoliKa KOHMUrypaluoHHoro daiina, napaMeTpoB BHUMaHWA U oTobpaXKeHUa NapamMeTpoB cOBbITUIA.

XopolLuo, KaK BbIMOMHWTb 3Ty HAaCTPOWKY?

HacTtpoiika Event Processor B Kaspersky MLAD BK/HOYaeT C/ieAyoLive Wwaru:

1. HacTpoWika KOH¢UrypauuvM BHUMaHU:
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« 2xNVIDIA A100 80GB

* VLLM B Docker-koHTenHepax ang cCepBuHra Bcex Mogenen
6ar npwu ceparHre Qwen3-Embedding-8B: https://github.comvim-project /viim /issues /25991

N3 PePaHKEPOB NOAAEPKMNBAET TOJILKO KPOCC-3HKOOEPD!, ANg NOAOEPXKKN
Qwen3-Reranker-4B scTtpaviBany ceon ko, B VLLM

BCe MOoaenu pasBepHyThbl B bf16 (6e3 KBaHTU3aumn)

* burnbnmoteku Python:
Beautiful Soup (ocHoBa Haluero napcepa)
Llamalndex (https://github.com/run-llama/llama index)

* CobCcTBEHHBIN AeMOHCTPaUMOHHbIN Ul Ha 6a3e Streamlit



https://github.com/vllm-project/vllm/issues/25991
https://github.com/vllm-project/vllm/issues/25991
https://github.com/vllm-project/vllm/issues/25991
https://github.com/run-llama/llama_index
https://github.com/run-llama/llama_index
https://github.com/run-llama/llama_index

BbiBOOpbl 261339

« Cobpanu proof-of-concept

* [loka He NpoboBany CNOXHblE «areHTHbIE» MOAXO0Obl — TOJTbKO
yCneLwHo KacToMU3npoBanmn 6a3oBble aTarbl RAG

« KoHeuHo, Bnepean MHOro Y1y uLLlEHNI:

= YUET CBA3€EW/CChINTOK MEXAY CTPaHNLaMn JOKYMEHTaLN
0b6paboTka HEOOHO3HAYHbIX, MPOTUBOPEUMBBIX, 3/10BPEIHbLIX 3aMpPOCOB
Nnonb3oBaTeNd
KOHTPONMPYyeMOoe npuBneyeHmne CObCTBEHHbIX «3HaHUN» LLM

»  JOGaBneHve B1U3yanbHOWM MOaNnbHOCTW 1 Ap.

* HO YTOObI MOHATb, YTO UTO-TO YYYLLUUIOCh, HY>KHA OLIEHKE
KayecTBa



OueHka kayecTBa RAG 27 s 39

« [1Ns9 OUEHKN TPEBYIOTCH BOMPOC MNOb30BaTENS, KOHTEKCT (YaHKN) U
BblAAHHbLIV CUICTEMOW OTBET

« Kak npaBuno, Hy>XeH Takxe aTanoHHbl (reference) oTeeT

- OblBaeT U reference-free oueHka: B Ragas OTBET CUCTEMbI OLIEHVBAETCS 3a
CUET reHepaL i BOMNpoCOB K HEMY 1 CpaBHEHNY C BOMPOCOM MNOJb30BaTENd

= HO OTCyTCTBUE reference He gaeT yoeanTbCd, AENCTBUTENbHO NN AaH MOJHbI
OTBET C U3BIEYEeHEM MaKCMYMa NOJb3bl N3 KOHTEKCTAa

* [lpobnema: roe B3aTb Bonpochkl 1 reference?
«  OOHO 13 peLeHn — ctaTtbsd Know Your RAG

N MHcTpymeHT Docling SDG u@ Q]]

Eggz;;;Zirtxriw\sgfc{r?wt;zgzcdlfr]wg—?ggject/docIing—sdg :'1 :'1 T/ﬁ

|



https://arxiv.org/abs/2411.19710
https://github.com/docling-project/docling-sdg
https://github.com/docling-project/docling-sdg
https://github.com/docling-project/docling-sdg
https://github.com/docling-project/docling-sdg
https://github.com/docling-project/docling-sdg

Docling SDG: LLM-reHepaungd TeCToBOro gataceta 2w

* BxogHble faHHble — OTPbLIBKU (passages) OOKYMEHTaLMN

= Mbl OrpaHnuBaeM pasmep OTPbIBKOB 2048 TokeHaMu, 6eEpEM LeNnble CTPaHULpI TMBO
NX Hanbdonee KPyrHble YaHK

« Kkaxxaomy OoTpbIBKY FEHEPUPYIOTCS TPV BONpOCa
= OOVH TWNa (eOAVHWYHBI PaKT)
= OOVH TUNa

«  OOVH TMNa

e [1n9 Kayxaomn napbl «OTPbLIBOK-BOMPOC» reHepupyeTcs reference
=  CBOW CUCTEMHbIV NPOMMT AN KaXX40ro Tuna BonpocoB

o [1n9 KaXkaou TPOWKK «OTPbLIBOK-BOMNPOC-reference» BbINONHAETCHA KpUTKIKA
Nno 8 KpUTEPUAM

e MblB3dnun Llama-3.5-/0B-Instruct npnga Bcex waros
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I will provide you a text passage. I need you to generate three questions that
must be answered only with information contained in this passage, and nothing
else.

The first question is of type "fact_single”, which means that the answer to
this question is a simple, single piece of factual information contained 1in
the context.

The second question is of type "summary", which means that the answer to this
question summarizes different pieces of factual information contained in the
context.

The third question is of type "reasoning”, which is a question that requires
the reader to think critically and make an inference or draw a conclusion
based on the information provided in the passage.

Make sure that the three questions are different.

+ HaL NepeBoL Ha PYCCKNN S3bIK
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A "reasoning” answer is an answer with the following properties:
- It contains a summary of multiple pieces of information.

- It clearly states an inference or conclusion that can be drawn from a
passage.

I will provide you with a context and a question that should be answered with
a "reasoning” answer.

This "reasoning” answer should only contain information from the context, and
nothing else.

Context: {context_str}

Question: {question_str}

What is your answer? Do not say anything other than the answer.
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You will be given a question.

Your task is to provide a 'total rating' representing how context-independent
this question 1is.

Give your answer on a scale of 1 to 5, where 1 means that the question depends
on additional information to be understood, and 5 means that the question makes
sense by itself. For instance, 1f the question refers to a particular setting,
like 'in the context' or 'in the document’', the rating must be 1.

The questions can contain obscure technical nouns or acronyms and still be a 5:
it must simply be clear to an operator with access to documentation what the
question is about.

For instance, "What is the name of the checkpoint from which the ViT model is
imported?" should receive a 1, since there is an implicit mention of a context,
thus the question is not independent from the context.




Kputepun ong KpUTVK: OCTaBLLUECS CEMb

g_to_c_groundedness

You will be given a context and
a sentence that should be a
guestion. Your task is to
provide a 'total rating’
scoring how well one can answer
the given question
unambiguously with the given
context.

c_usefulness

You will be given a context.
Your task is to provide a
"total rating' representing how
useful this context can be to
extract statements for a user
with domain knowledge on the
subject covered by the context
collection.

g_usefulness

You will be given a question.
Your task is to provide a
"total rating' representing how
useful this question can be to
a user with domain knowledge on
the subject covered by the
document collection.

g_feasibility

You will be given a context and
a question. This context 1is
extracted from a collection of
passages, and the question will
be used to find it. Your task
is to provide scoring how well
this context can be retrieved
based on the specificity and
pertinence of the question.

32 13 39

c_clarity

You will be given a context.
Your task is to provide a
"total rating' representing the
clarity of the information
contained in the context.

a_to_c_groundedness

You will be given a context,

and a passage. Your task is to

score how well the statements

in the passage can be inferred
from the context.

ga_tautology

You will be given a question
and passage its answer. Your
question is to judge whether
this question and answer pair
form a tautological exchange.



[lpumep: Kaspersky MLAD 531239

NMpn paboTe c Beb-uHTeppericom Kaspersky MLAD B ¢annax cookie 6bpaysepa nofnbsoBaTend
XpaHaATCa cnepywwne AaHHble:
* MnpmeunpgyanbHbie TokeHbl JSON Web Token ana nopgaepxkm nonb3oBaTeNbCKOW Ceccuun
nogknwyeHnsa K Beb-nHTepdeincy nporpammbl. NHOMBUpOyanbHb TOKEH XpaHUTca B ¢dannax cookie
bpays3epa nonb3oBaTensd B TeyeHue nepuopga HeakKTUBHOCTU NOMb30OBaTensa, 3agaHHOro npu
HacTpoike napameTpoB 6e30MacHOCTMU.

* NpeHTnpukaTtop 3anyweHHoin ceccum Grafana, ecnun nonb3oBaTeNnb nepexoann K NPOCMOTPY
XypHanoB nporpammbl. NpeHTupukaTtop ceccunm Grafana xpaHutcsa B dannax cookie 6paysepa
nonb3oBaTena B TedyeHue 30 gHei.

Tun

fact_single

Bonpoc

YT0 XpaHnTca B dainnax cookie
Opay3epa Nonb3oBaTeNs Npu padoTe ¢
Be6-nHTEepdencom Kaspersky MLAD?

OTBeT

romemnoyanbHble TokeHbl JSON Web Token n ngeHTundrkaTop
3anyLeHHom ceccum Grafana.

reasoning

Nouemy Beb-nHTepdenc Kaspersky
MLAD xpaHuT nHamemayasnbHble TOKEHbI
JSON Web Token n ngeHtunovikatop
ceccun Grafana B ¢annax cookie
Opay3epa nonb3oBaTena?

Beb-nHTepdenc Kaspersky MLAD XpaHUT 9TW OaHHble, YTOObI
NOAAEPXMBATb MOMb30BATENbCKYO CECCUIIO 11 OBEeCNeunTb
OOCTYM K XXypHanam nporpamMmel, a Takxe gng yaobcTtea
NOMb30BaTENS, MOCKOMbKY TOKEHbI 1 MAEHTUDVKATOPLI XPaHATCA
Ha onpeaeneHHbIN NePUOL BPEMEHN, MO3BONFS NMOMb30BATENIO HE
BBOAWTb AaHHbIE 3aHOBO.




MeTpVIKI/I RAGChecker (https://arxiv.org/abs/2408.08067)

GroundTruth
Answer

Retrieved chunks

O X x
A7 X

?

Overall Metrics
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precision: |C)|
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~
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J
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Model
(O correct claim
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A missing claim

€ entailment
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A user might want to hide the artifacts for a selected ML model element to focus
on the data or results from other elements, reduce visual clutter on the graphs,

or better analyze specific aspects of the model's behavior by temporarily
removing the influence of certain artifacts.
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PesynbTaThl oueHkn RAGChecker

KICS for Networks KICS for Linux Nodes

MeTpurika

ru

en

ru

en

TecToBbIX MPYMEPOB 334 371 321 297 301 360 504 789

Precision 1 0.731 0.634 0.719 0.644 0.71 0.599 0.637 0.638
Recall 1 0.837 0.874 0.783 0.786 0.812 0.817 0.779 0.861
Claim recall 1 0.852 0.912 0.797 0.824 0.821 0.833 0.809 0.901
Context precision | 0.945 0.917 0.916 0.864 0.91 0.875 0.867 0.893
Context utilization 1 0.91 0.916 0.879 0.852 0.882 0.865 0.862 0.89

Noise sensitivity (rel.) | 0.205 0.271 0.19 0.237 0.198 0.287 0.273 0.257
Noise sensitivity (irrel.) | 0.009 0.019 0.014 0.042 0.031 0.043 0.033 0.038
Hallucination | 0.054 0.076 0.074 0.076 0.056 0.071 0.057 0.066
Self-knowledge | 0.037 0.014 0.043 0.019 0.032 0.021 0.023 0.022
Faithfulness 1 0.909 0.91 0.883 0.905 0.912 0.908 0.92 0.912
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« [1n9 n3BnevyeHns yTBep>XaeHnM 1 NPOBEPKIM NTOrMYeCcKoro crnegoBaHng

(entailment) mbl cnonb3oBanun Qwens-30B-A3B-Instruct-2507 BmecTo
LLaMA

= B MEPBYIO OYePENb N3 COOBPaXKeHin MPon3BOANTENBHOCTY

»  Tak>XXe B HalleM crlyyae YTBePXXAEHNS oKasanncb KavyecTBeHHee, Yem y LLaMA
* Tekywwme orpaHmnyeHs (limitations) oueHkn KavecTBa:

= reHepaums TECTOBbLIX MPYMEPOB TONBbKO NO OHOV CTPAHWLE /YaHKY

«  TECTUPOBAHKE reasoning-crnocobHOCTEN Noka OYeHb HaVIBHOE

«  [OKa HE reHeprpyemM BOMPOChHI, HA KOTOPbIE 3aBELOMO HEBO3MOXHO OTBETUTb
(unanswerable)

«  NoOKa He nogaep>kmeaem multi-turn B3aMmMogencTere € Nosb30BaTEeNEM
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* Bneppenuve LLM B npubbinbHbIE CUCTEMbI TPEDYET 06X00a
dyHOamMeHTarnbHbIX orpaHnyeHn LLM

« LLM — 3T0 BEPOATHOCTHas MOAENb A3bIKa, 1 Cama Mo cebe HE MOXET
BbICTYNaTb 6a30M OTPaceBOro 3HaHU

« [aTaceTsl (1 anropuTMbl X MOCTPOEHNS) 1 METPUKIW, OLEHBaOLLME Ka4yeCTBO
LLM, He BCcerga onncbiBatoT pearnbHOE B3aMOOENCTBIME C MOSb30BaTENEM

« RAG — nyTb K TaKOMY BHeLPEHNIO

= [119 oueHKn 1 obecneyeHns kayecTsa 1 goBepeHHOCTN RAG HY>XHO NOHMAaTb
XapakTep B3aMMOOENCTBUS MNOSIb30BATENS C CUCTEMOW

- XapakTep B3anMoaencTBus, HECOMHEHHO, CBOW AN KAaXXA0W CUCTEMbI, HO

BCErga eCcTb HEKOTOPbIe NaTTEPHbI, KOTOPbIE TPEBYIOT (HaYYHOr o)
nccnenoBaHng
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